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NG &
Palo Alto

PA-7080 System PA-7050 System

Firewall throughput

200Gbps
(App-ID) >

120Gbps

Threat Prevention
throughput 100Gbps 60Gbps

- Throughput degrades by 50%
with Threat Prevention

 Number of IOCs supported:

— Anti-virus signatures —
1 Million

— Wildfire signatures — 100K
DNS signatures — 100K
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Fortinet

Firewall Throughput

(1518/512/64 byte LIDP)

Firewall Latency

Concurrent Sessions

New Sessions/Sec

Firewall Policies

IPsec VPN Throughput (512 byte) !
Max G/W to G/W IPSEC Tunnels
Max Client to G/W IPSEC Tunnels
SSL VPN Throughput

Concurrent SSL VPN Users
(Recommended Maximum, Tunnel Mode)

IPS Throughput ' (HTTP / Enterprise Mix)
SSL Inspection Throughput (IPS, HTTP) 3
Application Control Throughput (HTTP 64K)?
NGFW Throughput (Enterprise Mix) *
Threat Protection Throughput (Ent. Mix)? 5
Max FortiAPs (Total, Tunnel)

Max FortiSwitches

Max FortiTokens

Max Registered Endpoints

Virtual Domains ( Default/Max)

52 /52 / 33 Gops 52Gbps
11 Milion
280,000
8 /4.2 Gbps
4 Gbps
3Gbps
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Arbor Security Engineering & Response Team (ASERT)

- #ff5xDDoS. EFMEFMAPTHZEE 3K

NETSCOUT THREAT . ﬁﬂ%?.%'ié, HE T, Zik
INTELLIGENCE REPORT * AEFIRRMRESH/ARERIEHR
LRI LI | - FFEATLAS Intelligence Feed (AIF)

NETSCOUT
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Arbor Edge Defense (AED)
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Windows  Applications Cloud Databases Firewalls Packets
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= Security Risks ‘ Risks:7373 | External DNS Servers:62.15% h ‘ ‘ Threat Indicators | Violations:3918 |
Arbor Threat Analytics §f AllModules ~ © Host Investigation %
External DI
03/27/2019 Shift By
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=4 | Context/Filter Arbor Threat Analytics P AllModules 7 Risk Visualization %
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63 FI Session Overview
el [on 20 Comversal Arbor Threat Analytics €2 AllModules ¥ Risk Visualization  x
o I ME Name
16:00 5
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. 0.000 PM PDT | Filtered 159 | Pro
M Absolute Time Delta Time Length
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Session Trace =
4 = a
5 Description = FEPACKET: #3 2019/03/28 23:10:25.938.023.480(UTC); Length=74 bytes
WETHERME = FF-FD-94], 1, EtherTyp
0
16:00 DNS Query
DNS Response
Session Summary )
Session Information
Entity
Q Query Type
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Query Name

Resolved IP
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Arbor Threat Analytics
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STATE EXHAUSTION k7S
VOLUMETRICREX T FERIE

« TCP SYN

* New Sessions

Total Traffic NTP
Amplification

Chargen
Amplification RIPv1

« Connect Time
DNS Amplification Rpcbind

ICMP SNMP
Amplification

« SSDP
Amplification

TCP ACK
mDNS TCP RST

DNS TCP SYN / ACK
MS SQL RS Amplification
Amplification . UDP

NetBIOS
; TCP M ERDDOS

» Total Active Sessions

IP Fragment
IPv4 Protocol 0

L2TP APP LAYER N EXEH

e HTTP Flood

* DNS Flood
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« SMB v1
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MR AT HE 4L

Arbor Threat Ana Iyti cs $° anmModules 5 Risk Visualization X =x Q admin
L 01/17/2019 Shift By 01/17/2019 ,l\ =
Enterprise Q‘[) 06:30 PST 6 Hour(s) 4 1 Hour < 12:30 PST \f— =4
=+ | Protocol Risk | Risks: 2917 | External DNS Servers:41.34% DDoS | Violations: 4523 Connect Time:16.01%
mn  SNMP Amplification DNS Amplification SSDP Amplification MS SQL RS Amplification
£
547 Violations 483 Violations 276 Violations 1 47 Violations
-3 — ——; 8 4 e 8
l| Ir ( || -—|| |f ]I |[ lI I |
4 II | 4 \ / 1 2 I |] a | |
| U | U / l
( T T T 2 T T T 0 T T T L T T T
08:00 10:00 12:00 A 08:00 10:00 12:00 08:00 10:00 12:00 08:00 10:00 12:00
Aftack Snapshot L Bit Rate (InfOut) Overtime @l T~ =
100k
MENams JalalMislations, inRitRatatchns) QutRikRatalchns) JatalRitEataidhns) .
£
1722172325 69 1} 38.89 38.89 W‘l %ﬂﬁ
1 !Lﬂ.ﬂm: u M W 75k
172.21.72.26:3 69 0 3855 38.55 B
172.2172.265 69 0 3822 3822 ‘;’ 50K
172.21.72.284 69 0 3823 3823 :-i;
172.21.64.66:3 69 0 38.56 38.56 i
172.21.64.66:6 69 0 38.56 38.56 01/17/2019 10:05
DNS Amplification—In: @
DNS Amplification-Out: 37,645_33
o T T T Threshold-In: 2,500 : T T : T .
07:00 07:30 08:00 Threshold-Out: 2,500 Do 10:30 11:00 11:30 12:00 12:30
Trigger—in: 2,500
Trigger-Out: 2,500
DNS DNS jitication—Out Th Out Trigger—in Trigger—Out
New Sessions TCP SYN - ACK Amplification NeiBIOS mDNS
1 02 Violations 1 02 Violations 64 Violations 64 Violations
2 = o = 2 = — = 2 2
[ [
1 — \—/ 1 — |I \—/ 1 E e 1 | i | e S B TR
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2411 — EEDNS Amplification
BRI > LB IRE

Arbor Threat Analytics £ aiModules @) Network Investigation  x : o
b ~ L. g
I

172.21.72.32:5 - Drilldow. .. | 1205 PST 1 Hour(s) T

Transactions TCP Handshake Volume (KB) Packets (K) (Network and Applic
ME Address Application Client Name n = . MNew Sessions Connect Time {ms), TCP Resets
Successful SYN SYN-ACK in Bytes QOut Bytes In Packets Out Packets Retrans %

172.21.72 325 192.168.152.85 34,602 3,362.60 17,574.39 39.10 38 48
TS TOe 10223 1,215.41 1,722.93 1277 1277
72325 192.168.152.6 £l = - 36465 480.74
723205 192.168.152.19 5 22134 1,332.80
1.72.32if5 fd49:b785:906:152:0:000:8 ; 7 : = 14014
72.32if5 192.168.152.11

723205 192.168.152.12

Server Response Time and Throughput bt SYN vs SYN-ACK

(sw) 1y fay

TCP Handshake

Rate (per sec)

T [ T T i3 i
12:30 12:40 12:50 2 1240

Inbps I Outbps In pps Cutpps -® Ava Y SYN-ACK  -# Mew Sessions

Transaction Success vs. Failure Error Code Distribution

4000

Transaction Count
5]
=]
=]
=
suoloesuel] pajed

s T T g
12:30 12:40 2 2 12:40

B Successful W Failed =& Failed
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2411 — EEDNS Amplification
REERTFR{E > L IRE > SR AE

Arbor Threat Analytics 2° Anmodules @ Network Investigation = RiskV —

172.21.72.32:5 - Drilldow... 11:00 PST r o

Session Overview

ME Address Application Server Name Client Mame Identity Avg RT {ms) App Errors Refries Timeouts Ageouts Start time Duration Status

172.21.72 325 DNS 192.168.152.100 192 168 152 85 NETTSCOUTT COM 021 01/18/2019 10:00-00 00-00:00 000
5 DNS 192.168.152.100 192.168.152.85 NETTSCQUTT.COM 0.05 ( 01/18/2019 10:00:00 00:00:00.000

DNS 192.168.152.100 192.168 152.85 NETTSCOUTT.COM 01/18/2019 10:00:00 00-00:00.000

DNE 192.168.152.100 102.168.152.85 METTSCOUTT.COM 01/18/2019 10:00:00 00:00.00.000

DNS 192.168.152.100 192.168.152.85 NETTSCQUTT.COM ( 01/18/2019 10:00:00 00:00:00.000

DNS 192,168 152.100 192,168 152.85 NETTSCOUTT.COM ( ( ( { £ 01/18/2019 10:00:00 00:00:00.000
r ol o

Session Trace o

Description Relative Time 192.168.152.85 192.168.152.100
Client Server
172.21.72 32015 172.21.72 32:ii5

DNS Query 00:00:00.000.000 .
: 00:00:00.000.212
DMS Response 00:00:00.000.212 L]

b _w]

Session Summary

Session Information Flow Information

Entity Interface 172.21.72 320"

Cuery Type * A request for all records TCP Flags Mot Available
CQuery Class IN: Internet Server to Client Bytes

Query Name NETTSCOUTT.COM Client to Server Packets

Resolved IP 0.0.0.0 Client to Server Bytes

Resolved Name Retries

Eotit,
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2411 — EEDNS Amplification
R RTHRE > ML RE > SR EE > HIESIEE

Arbor Threat Analytics

$° Al Modules @) Network Investigation

5 _ Drilidow. .. ,

Q admin

% % | 2= B |

| 09:59:59 000 - 10:00:01.000 PST | Filtered Packets -5 | Processed Packets - 14,459

Absolute Time Delta Time Length Source

Destination Interpretation

Mining Complete

Status

10:00:00.000.024.730 PST
10:00:00.000.025.630 PST
10:00:00.000.192.530 PST
10:00:00.000.200.580 PST
10:00:00.000.237 720 PST

0.000.000.000 192.168.152.§
0.000.000.960 182.168.152.4
0.000.166.840 192.168.152.9
0.000.003.050 92.168.152.9
0.000.037.140 rtiscoutt co

O vz AAN

'ﬂPACKE-" #2010 /00 A8 12.00-00 000.024.730(UTC); Length=86 bytes; Captured=86 bytes
E_!FHE_HER\IET: 5=[00-50-56-81-04-F2], @0=[00-50-56-BF-78-3 EtherType=0x8100

Bl #2802.1qg: VLANID (1), VLAN ID=315

Msg Type
Flags = 0100
= Query
Opcode: Query {0)
= Not truncated
Recursion desired

Reserved

g Enabled(Unicast packet)

Question count

nswer count

uthority count
dditional record count

Question Section:
3} Name = nettscoutt.com
Type : All records (=

00 50 56 BF 78 32 00 50 56 81 04 F2 E1 00 00 .PVix2.PVO.DO.. .
81 01 3B 08 00 45

La: 3 CO AZ
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bor Threat Analytics £° aiModules ) Network Investigation

172.21.72.32:5 - Drilldow... ,
172.21.72.32:5 | 09:59:59.000 - 10:00:01.000 PST | Filtered Packets -5 | Processed Packels - 14,45
Packet Absolute Time Delta Time Length Source
10:00:00.000.024.730 PST 0.000.000.000
10:00:00.000.025.690 PST 0.000.000.950
10:00:00.000.192.530 PST 0.000.166.840
10:00:00.000.200.580 PST 0.000.008.050

102.168.152.85
102.168.152.85
102.168.152.85
192.168.152.85

Destination
nettscoutt.com
nettscoutt.com
nettscoutt.com
nettscoutt.com

" | 2| BB |

Mining Complete
Interpretation

DNS: € ID=0 OP=QUERY ? NAME=nettscoutt.com

DNS: C ID=0 OP=QUERY ? NAME=netiscoutt.com

DNS: € ID=0 OP=QUERY ? NAME=netiscoutt.com

DNS: C ID=0 OP=QUERY ? NAME=netiscoutt.com

admin

Status

10:00:00.000.237.720 PST 0.000.037.140 nettscoutt com

192.168.152.85

DNS: R ID=0 OP=QUERY Response ? STAT=No Error NAME=netiscoutt.com

= a

= [FEPackeT:

) JB ETHERNE

ys7 bytes; Captured=128 bytes
fther Type=0x8100

0, Proto=UDP;

se 7 STAT=No Error ettscoutt
1(Response)
Dx8500
onse
pcode: Query (0}
s Not authoritative answer
t truncated
ecursion desired

cursion not available

NOT verified
1g Enabled(Unicast packet)
onse Code: No Error (0)
Opcode
[] Reason Code
Question count

056 BF 78 32 81
08 00 45 00 0
0 A8

1.00_01 00 nE

EBCDIC +

b3
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MSIEMFB R EHFRT) -

splunk

Threat Indicators Threat Drilldown Search Dashboards

ss1/tls"

mpling ~

13118
E IEL
INTERESTING FIELDS 5:15:06.000 PM
aapp 1
1 cat

cefVers

113119

5:15:06.000 PM

= https:
131
5:15:05.000 PM
inute

month

date

:00:05.000 PM
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f5lZn: Splunk

J72.21.74.63:8443/console/?mod|D=idRiskldentification&modh

172.21631M

ber Investigat 6.1.1|CIPHERQU
NetScouth rfaceNumber dvchost=64.4.54.253

IPHERQUALITY&name=WEAI

atype=dacat

53:8443/conso

le/?mod|D=idRiskldentification&mod t= 172216311

IPHERQUALITY |Servers runnin,
Number=5 dvchost=18
CIPHERQUALITYA

Ne

172.2174.63:8443/console/Tmod|D=idRiskidentification&modMsg=params...

coutNsaDeviceIP=172.21

onsole/?modID=idRiskIdenti

3400000&end=15489

ion&modMsg=
983700800

aramsit

172.2174.63:8443/console/?mod|D=idRiskldentif

172.21631M
0| NetScout Systems|NETSCOUT (

IPHERQUALITY|Servers
etScoutNs, iceIP=172.21
Y fan: =

54 N

&name=WEAK_CIPHEREd

running weak ciphers|1 t

Administrator v

ALITY|Servers running weak ciphers|1

Ne

F Inspect

COUTNSIHOSTT

e

Help = Find

- NETSCOUT Security

1 minute p:

Ctrl+Shift=|

og/messagesy

g weak ciphers|1

outNsaHostTyp

vchost

fvar

og/messages

= /var/log/messages

etScoutNsaHostT

T ENETSCOUTNS a0V ICEIP=T7 2 2T 64, Z238IT

coutNsalr

(64, 2438

MetscoutNsaDeviceType=Ir

B end=1548
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BESMBIATARIERHEXIEH

Arbor Threat Ana |yt| cs $° AllModules & Risk Visualization  x = Q administrator
| g1mirots Shift By 01/31/2019
Enterprise G[) 17:10 PST 5 Minute(s) 4 1Hour 17.15psT ) o e
=+ ‘ Protocol Risk | Risks:6 | SSL Weak Ciphers:50.00% || DDoS \ Violations:1 | NTP Amplification: 100.00%
S5L Weak Versions SSL Weak Ciphers RLogin Certificate Expiration
=
Violations  Servers Violations  Servers Violations  Servers Violations  Servers
2 4 2 2
-
1 L ] 1 L 1 L]
4 T T T T g T T T | L T T T I 0 T T T T
16:00 17:00 18:00 15:00 16:00 17:00 18:00 15:00 16:00 17:00 18:00 19:00 16:00 17:00 18:00 15:00

Risk Snapshot L= Violations Overfime

ME Name Server Name Server Address Total Viclations -

shha_64243:if5-243-CORP sjicmb1.netscout.com 10.1.6.37

BEIENFE

Total Violations

17:15:00

551 Weak Versions
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NETSCOUT Z£ B TRE

splunk>enterprise App: NETSCOUT Security

Threat Indicators Threat Drilldown Search Alerts Dashboards

Threat Indicators

Search Time type

(®) Aggregated - Hide Filters

O Base Events

Last 30 days

-

Volumetric Attack

Chargen Amplification DNS Amplification IP Fragment 1Pvd Protocol O

Rpcbind SNMP Amplification ‘SSDP Amplification

0 ‘.%iﬂ'.” 0 .,%'i{)-;, 6 :); 1

4

Application Layer

DNS - Fail DNS - Success

272 5 3.

State Exhaustion
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€ Administrator * @ Messages ~ Settings ¥

MS SQL RS Amplification

1 3

TCP SYN - ACK Ampilificati...

Activity ¥

Help = Find
- NETSCOUT Security

Edit Export ~

NTP Amplification

2 Next >

Qa 4+ i O 2mago
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ARHATAR MBI R EEH

splunk>enterprise App: NETSCOUT Security © Administrator v (@) Messages » Settings *  Activity Help * Find Q
Threat Indicators Threat Drilldown Search Alerts Dashboards - NETSCOUT Security

] B

Threat Drilldown

type category name
et — ——
| Last24 hours » | (O Aggregated CAllx Al - Ficle Filters
(®) Base Events
Indictators by Category
75
5
Appiication Layer Attack
& e
5 muglnsewlv
MEB Security
55I.|' LS Security
Telnetm
500Pm ‘o0 00 P Booem 200mm T000 ma o0 em “200 am "ro0 am 200 am o0am 400 am ‘500 am "s:00am 00 am =00 M 200 am 1000 am Tr00 am “zonem "o P 200 P Zo0em @00 M '500 P
wed Jan 30 Trws Jan 31
2013
_time
.
Q & i © <mago
Indicators by Event Name
o
. B HTTP- Success
NTP Ampiification
- - I - | -- SNMP Amplification
. ]| L HE TN, N ] L] el T - St Lo
Servers running SME v1
] el [ . . S
- Servers running weak SSL/TLS versions
] Servers running
Servers with expiring cenfficates
Thu Jen 31
2009
_time:
Event Table (Click a row to to NE Cy for Event
_time = Category = Event Name % Server IP = NetScoutServeriP & Count 3
16: Certificate Security Servers with expiring 8.39.36.143 172.21.74.63 EaJATA
2019-01-31 16:40:06 Certificate Security Servers with expiring c 8.39.36.172 172.21.74.63
2019-01-31 16:18:06 Certificate Security Servers with expiring certifica 172.21.74.63 1
16:18:06 Certificate Security Servers with expiring certificates 21.74.863 1
2019-01-31 Certificate Security Servers with expiring cert 74.63 1
2019-01-39 S5L/TLS Security Servers running weak 2.21.74.63 1
2315 34 Security 21 74 63 1
.
2019-81-39 21:40:86 S5L/TLS Security Servers 21.74.63 1
2019-01-39 21:40:08 SSL/TLS Secur. Servers running ciphers 18.1.6.32 172.21.74.63 1
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nGeniusONE + Arbor Threat Analytics (Hybrid Mode only)

nGeniusONE Global Manager
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